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1
Decision/action requested

This document proposes to add a new solution on key issue #3: Privacy by protecting AIoT device identifiers. SA3 is kindly requested to approve this doc.
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Rationale

The privacy of AIoT device identifiers should be protected to prevent attackers from illegally identifying devices or obtaining location information [1]. 

In this solution a temporary identifier (temp ID)is used instead of the permanent subscriber identifier on the air interface . The temp ID is pre-confiured or generated by both AIoT device and the network, and the temp ID is updated after each time it is used between the device and network. 
This also complies with the basic principle in 5GS that “ the permanent subscriber identifier shall never be sent in clear text over Uu interface and a UE temporary identifier shall only be sent over Uu interface in clear text once e.g. when the UE is paged [2].” 
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Detailed proposal

**** START OF CHANGE ****

6.Y
Solution #Y: Use temporary identifier to protect the privacy of AIoT device identifiers.
6.Y.1
Introduction

This solution addresses key issue #3: Privacy by protecting AIoT device identifiers.
6.Y.2
Solution details
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Figure 1. AIoT Temporary Identifier configuration procedure.

AIoT is an Ambient IoT Device which has ultra-low complexity power, cost and resource-constrained. The reader refers to the base station or UE based on the connectivity topologies. The core network NF includes independent or co-located network functions such as AMF/AUSF/UDM/Authentication Function of AIoT.
Initial temporary identifier (TempID) and crenditials such as TempID generation key are known by both the CN NF and the AIoT device through onboarding or registration procedure of AIoT device or other NAS/AS procedure. 
The network sends AIoT request such as inventory request or command request to AIoT device.
Once triggered by AIoT request, the AIoT sends information including TempID to the reader.
The reader transfer the AIoT information to the core network.
The network use tempID to identify devices and perform operations. For example, the core network verifies the validity of the AIoT device based on the TempID and other subscription data of the device.
The network returns an acknowledgement to the reader. And a freshness parameter is included in the response.
The reader transfers the acknowledgement to the AIoT device.
Both the AIoT device and the core network function generate a new TempID according to the TempID derivation function for later use. The freshness parameter will be used in both sides.
TempID derivation function

When deriving the TempID from TempID generation key, the following parameters shall be used to form the input S to the KDF:

-
FC = 0xxx;

-
P0 = "TempID";

-
L0 = length of "TempID"; (i.e. 0x00 0x06)

-
P1 = device ID;
-
L1 = length of device ID.

-
P2 = freshness parameter;
-
L2 = length of freshness parameter.

The input key KEY (i.e. TempID generation key) is long term key pre-configured both in AIoT device and core network function. 

Device ID is the fixed identifier of AIoT device.
6.Y.3
Evaluation

Edtor’s Note:  evaluation is FFS.
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